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Introduction

The Defbyshire Parinership Forum is commitied to working together for the
delivery of improved public services to the people of Derbyshire. I is recognised
that the lawfut sharing of information between pariner agencies is essential to
meet these aims.

The Derbyshire Partnership Forum Information Sharing Protocol has been
estabiished io help support these aims.

The Derbyshire Partnership Forum and Derbyshire Information Governance
Network have endorsed this docurnent.

This document is an Information Sharing Protocol for key organisations in
Derbyshire. lts aim is to facilitate sharing of information between the pubiic,
private and voluntary seciors so that the public receive the services they need.

Organisations involved in providing services o the public have a legal
responsibility to make sure that their use of personal information is fawful,
properly controlled and that an individual's righis are respected.

Scope
This top level Protocol sets out the principles for Information sharing between

pariner organisations. See Derbyshire Partnership Forum Website for
membership details.

This Protocol sets out the minimum rules that all people working for or with the
pariner organisations must follow when using and sharing information.

The Prolocol applies to the following information:

. all personal information processed by the organisations including
electronically such as computer systems, CCTV, audio or in manual
records
aggregated and anonymised data
commercial or business, sensiiive data

This Protocot may be extended further to include other public sector, private and
voluntary organisations working in parinership fo deliver services.

Aims and objectives

The aim of this Protocol is to provide a framework for the partner organisations to
establish and regulate working practice. The Protocol also provides guidance to
make sure information is securely fransferred and that information is shared for
justifiable 'need to know’ purposes.

These aims intend to:

) guide partner organisations on how to share personal information lawfully

. explain the security and confidentiality laws and principles of information
sharing
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increase awareness and understanding of the key issues o
emphasise the need fo develop and use information sharing agreements
support a process, which will monitor and review alt daia flows
encourage a two-way flow of data where applicable

protect the partner organisations from accusations of wrongful use of
sensitive personal information

o dentify the lawful basis for information sharing

By becoming a partner to this Protocol, pariner organisations are making a

commitment to:

. follow and apply HM Government’s “Information Sharing: Guidance for
practitioners and managers’ (see appendix 4 for the flowchart of key
guestions for information sharing) available at:
hitps//www.edugation.gov. uk/publications/standard/Integratedworking/Pag
e1/DCSF-00807-2008

- apply the Information Commissioner's Code of Practice’s ‘Fair Processing’
and ‘Best Practices’ Standards
comply with the Data Protection Act 1998
develop local information sharing agreements that specify transaction
details. See appendix 3 for templaie.

All partners are expected to train relevant staff and promote awareness of the
major requirements of infarmation sharing, including responsibilities in
confidentiality and data proiection. Appropriaie policies and pracedures will be
produced where required to support this and be made available to all employees
through the pariners’ Intranet sites and through other communication methods.

The legal framework

The principal legisiation concerning the protection and use of personal
information is listed below, further explained in Appendix 1.

» Human Rights Act 1998 - Article 8

. The Freedom of Information Act 2000

s Data Protection Act 1998

s The Common Law Duty of Confidence

Other legistation and/or standards may be relevant when sharing specific
information. For example..,

. Children Acts 1989, 2004

Crime and Disorder Act 1998

The Education Act 1996, 2002, 2005, 2011

Health Act 1999, 2006, 2009

Heaith and Social Care Act 2001, 2008. 2012

Mental Health {(Patients in the Community} Act 1995
National Health Service and Community Care Act 1990
The Reguilation of Investigatory Powers Act 2000

The Caldicott Principles

The NHS Information Governance Framework

The Government Protective Marking Scheme

Mental Heaith Act 1983, 2005, 2007 -

a & & & % & & 0 3 & 9
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5.5.1

Data covered by this protocol

This protocol applies to all personal, anonymised and pseudonymised information
as defined in the Data Protection Act 1998 (DPA). Anonymised or
pseudonymised data should be used wherever possible.

The Caldicott Principles must be followed whenever patient information or data is
being transferred.

Personal Information

The term ‘personal information’ refers to any information held as either manual or
electronic records, or records held by means of audic and/or visual technology,
about an individual who can be personally identified from that information.

The term is further defined in the DPA as:

data refating to a living individual who can be identifled from those data, or any
other information which is in the possession of, or is likely to come into the
possession of, the data controller — the person or organisation collecting that
information.

The DPA also defines certain classes of personal information as 'sensitive data’
where additional conditions must be met for that information to be used and
disclosed lawfully. "Sensitive personal data” relates to the racial or ethnic origin of
a data subject, their political opinions, religious beliefs, trade union membership,
sexuat life, physical or mental health or condition or criminal offences or record.

An individual may consider certain information about themselves to be particularly
‘sensitive’ and may request other data items to be kept especially confidential.

In certain circumstances, although not all, people have a legal right to choose
how their data is used and who may have access fo it. As far as possible,
depending on the circumstances under which the data is collected, their individual
wishes should be respected. Any personal information about an individual should
be treated as sensitive.

Anonymised data

Make sure that anonymised information does not identify an individual, either
directly or by summation.

Data about an individual can be shared without their consent in a form where the

identity of the individual cannot be recognised. For exampie when:

+ reference to any data item that could lead fo an individuai being identified
has been removed

= the data cannot be combined with any other data sources held by & partner
to produce personal identifiable data.

Anonymising data does not remove the duty of confidence.
Pseudonymised data

Pseudonymising involves the removing of identifiers from patient, client and
employee data so that those using the daia cannot identify them. The use of a
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pseudonym means that, where approved and appropriate, it is possible 1o link the
data back 10 the source (and identifiable) data if required.

Purposes for sharing information

Information should only be shared for a specific lawful purpose or when
appropriate consent has been oblained. See appendix 4 for a flowchart of the key
questions for information sharing.

Employees should only have access 1o personal information on & justifiable need
to know basis, in order for them to perform their duties in connection with the
care they are there 1o deliver,

Having this agreement does not give license for unrestricted access to
information another pariner organisations may hold. i lays the parameters for the
safe and secure sharing of information for a justified need to know purpose.

All employees have an obligation to protect confidentiality and a duty to make
sure that information is only disclosed to those who have a right to see if.

All employees should be trained and be fully aware of their responsibilities o
maintain the security and confidentiality of personal information.

All employees should follow the procedures and standards that have been agreed
and incorporated within this Information Sharing Protocol and any associated
information sharing agreemenis.

Each pattner organisation will operate lawfully in accordance with the eight Data
Protection Principles, see Appendix 1.

Personal data shall not be transfetred {0 a country or territory outside the
European Economic Area without an adequate level of protection for the rights
and freedoms of the data subject in refation 1o the processing of personal data.

Restrictions on use of shared information

Information must only be used for the purpose(s) specified at the time of
disclosure(s). It is a condition of access that it must not be used for any other
purpose without the permission of the Data Controller who supplied the data,
unless an exemption applies within the Data Protection Act 1998,

Additional statutory restrictions apply to the disclosure of certain information. For
example criminal records, HIV and AIDS, assisted conception and abertion, chiid
protection and so on,

i is recognised that Partners’ organisational policies and procedures may place
additional restrictions on the sharing of information. For example, limitations on
the electronic transfer of information where secure communications cannot be
guaranteed.

Consent
Everyone aged 16 or over is presumed 1o be competent and have mental

capagcity to give informed consent for themselves unless the opposite is
demonstrated. Children between the ages of 12 and 16 who have the capacity

4
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and understanding 1o make decisions about their own treaiment and how their
information is used and shared are also entitled 1o decide whether personal
information may be passed on and to have their confidence respected. If a chiid
is hot able to demonstrate competence to consent, someone with parental
responsibility may do 50 on their behalf.

Anyone with Lasting Power of Attorney (L PA), for health and welfare or property
and affairs, for the patient under the Mental Capacity Act, may have been
donated the power 1o make decisions on the person’s behalf. The same
information that would have been shared with the person 1o make an informed
decision would be shared with the LPA. Refer o the Mental Capacity Act and
Code of Practice for further specific guidance.

Where a pariner organisation has a statutory obligation 1o disciose personal
information, then the consent of the data subject is not required. However, the
data subject should be informed that such an ebligation exists.

If a partner organisation decides not to disclose some or all of the personal
information, the requesting authority must be informed. For example, the partner
organisation may be relying on an exemption or on the inability to obtain consent
from the data subject.

Consent has to be signified by some communication between the organisation
and the data subject. If the data subject does not respond this cannot be
assumed as implied consent.

i consent is used as a form of justification for disclosure, the data subject must
have the right to withdraw consent at any time. When using sensiiive daia,
explicit consent must be obtained. In such cases, the data subject’s consent must
be clear.  must cover items such as the specific details of processing, the data
to be processed and the purpose for processing.

Consent is not the only means by which data can be disclosed. Under the Data
Protection Act 1998, to disclose personal information at least one condition in
schedule 2 must be met. To disclose sensitive personal information, at least one
condition in both schedules 2 and 3 musi be met. Appendices 1 and 2 contain
more information. Examples of where information may be disclosed without
consent are for the prevention, detection or prosecution of serious crime, or
where a child or adult is believed to be at risk of harm.

Organisational responsibiiities

Each partner organisation is responsible for making sure that their organisational
and security measures protect the lawful use, confidentiality, integrity and
availablility of information shared under this Protocol.

Partrer organisations will accept the security classifications on information and
handle the information accordingly.

Parther organisations accept responsibility for jointly auditing compliance with the
information sharing agreements in which they are involved.

Pariner organisailons should make it 2 condition of employment that its
empioyees will abide by its rules and policies on the protection and use of
confidential information. This condifion shouid be written into employment
contracts and any failure by an employee to follow the policy should be dealt with
in accordance with that organisation’s disciplinary procedures.
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" Partner organisations shouid make sure that their contracts with exiernal service

providers abide by their rules and policies on the protection and use of
confidential information.

The pariner organisation ariginally supplying the information should be notified of
any breach of confidentiality, or incident, involving a risk or breach of the security
of information.

Partner organisations should have documented policies for records retention,
maintenance and secure waste destruction.
Individual responsibilities

Every employee working for the organisations listed in this Parinership
Agreement:

* is personally responsible for the safekeeping of sensitive information they
obtain, handie, use and disclose

. should kniow how 16 obtair, use and share information they legiimately
need 1o do their job

. has an obligation to request proof of identity, or take sieps to validate the
authorisation of ancther before disclosing personal information

° must uphold the general principles of confidentiality, follow the rules laid
down in this Protocot and seek advice when necessary

s should be aware that any violation of privacy or breach of confidentiality is
unlawful and a disciplinary matter that could lead to their dismissal

. should make sure that any information is transferred using an approved,

secure method of transportation in accordance with their organisation's
policies and procedures

Every employee working for the organisations iisted in this Agreement must make
sure they follow their own organisation’s policies and procedures before releasing
any information under this agreement.

General principles

The principles outlined in this protocol are recommended good standards of
practice or legal requirements that should be followed equally across all services.

This protocol sets the core standards applicable to all partner organisations and
should be the basis of all information sharing agreemenis established to secure
ihe flow of personal information,

This protocol has been developed to enable appropriate and effective information
sharing and is not intended to be a ‘barrier’ to sharing. :

This protocol should be used together with local service level agreements,
contracts or any other formal agreements that exist between the pariner
organisations.

Ali parties signed up to this protocol are responsible for making sure that they
have organisational measures to protect the security and integrity of personal
information and that their employees are properly trained o understand their
responsibiliies and comply with the law, .
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11.6  This protocol has clear and consistent principles that satisfy the requirements of
the law that all employees must follow when using and sharing personal
information,

11.7  The specific purpose for using and sharing information will be defined in the

information sharing agreements that will be specific to the partner organisations
sharing information.

12 Review arrangements

12.1  The Derbyshire Partnership Forum will make sure this Protocol is formally
reviewed by the due date, unless new or revised legisiation or national guidance
necessitaies an earlier review.

12.2  Any of the signatories can reguest an extraordinary review at any time when a
joint discussion or decision is necessary 1o tackie local service developments.,

13 Version Control

April 2013 3.0 Draft Review and update io template
November 2013 3.1 Issuad Minor amendments and sign
off by partners
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Appendix 1 - Relevant Legislation

Data Protection Act 1998

The Data Protection Act 1898 governs the protection and use of personal information -
data that relates to a living individual who can be identified. The Act does not apply 1o
personal information about people who have died.

Any organisation processing, obtaining, holding, using, disclosing and disposing of daia
is a ‘Data Controlier’ responsible for abiding by the eight data protection principles and
notifying the Information Commissioner of that processing.

The Act gives seven rights to individuals about their own personal data:

o]

o 0 Q0O

o G

Right of subject access

Right to prevent processing likely to cause damage or distress

Right to prevent pracessing for the purposes of direct marketing

Rightis in relation to automated decision taking

Right to take action for compensation if the individual suffers damage or damage
and distress, as a result of any breach of the act.

Right to take action to rectify, block, erase or destroy inaccurate data

Right to request the Information Commissioner for an assessment 1o be made as
to whether any provision of the Act has been contravened.

The eight Key principles of the Act are:

1.

Personal data shall be processed fairly and lawfully and shali not be processed
unless at least one of the conditions in Schedule 2 is met and for 'sensitive
personal data’ at least one of the conditions in Schedule 3 is also met.
Personal data shall be obtained for specified and lawful purposes and shall not
be further processed in any manner incompatible with that purpose/purposes.
Personal data shall be adequate, relevant and not excessive in relation to the
purpose/purposes for which they are processed.

Personal data shall be accurate and, where necessary kept up-to-date
Personal data shall not be kept for longer than is necessary for that
pUrpose/puUIposes.

Personal data shall be processed in accordance with the rights of the data
subject under this Act.

Appropriate technical and organisational measures shall be taken against
unauthorised or unlawful processing of personal data and against accidental foss,
destruction or damage to personal data.

Personal data shali not be transferred to a couniry or territory ouiside the
European Economic Area, EEA, without an adequate level of protection for the
rights and freedoms of the data subject in relation o the progessing of personal
data.

Seventh Principle — Interpretation
The Act gives some further guidance on issues that shouid be considered in deciding
whether security measures are 'appropriate’. These are:

e

taking into account the state of technological developmenti at any time and the
costs of implementing any measures. The measures must ensure a level of
security appropriate to:-

- the harm that might arise from a breach of security; and

- the type of data to be protected.

o The data controlier must take reasonable sieps to ensure the refiability of

employees having access to the personal data.
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Some of the security controls that the data controller is likely {o need to consider
include:
o security management
controlling access to information
ensuring business continuity
empioyee selection and training
detecting and dealing with breaches of security.

o 00

The Act has express obligations on data controllers when processing of personal data is
done by a data processor on behalf of the data controller. To comply with the seventh
principle the data controller must:
o choose a data processor providing sufficient guarantees in respect of the
technical and organisational security measures they lake;
o take reasonable sieps io ensure compliance with those measures; and
o make sure that the processing by the data processor is done under a contract,
which is made or evidenced in writing, under which the data processor is 1o act
only on instructions from the data controller. The contract must reguire the data
processor to comply with obligations equivalent to those imposed on the data
controller by the seventh principle.

Further advice Is in BS 7799 and 1SO/IEC Standard 17799.

ft is important to note that the seventh principle relates to the security of the processing
as a whole and the measures o be taken by data controlers o provide security against
any breaches of the Act rather thar just breaches of security.

Schedule 2 and Schedule 3 conditions
Conditions for processing personal data are that one condition in Schedule 2 should be
met.

Conditions for processing sensilive personal data are that one condition in Schedule 2
and a condifion in Schedule 3 should also be met.

Schedule 2: Personal data Schedule 3: Sensitive personal data

The data subject has given consent, or the processing is necessary for:-
o acontract

a legal obligation

protection of the vital interests

public function

in the public interest

a statutory obligation

legitimate interests of the data coniroller.

0 00O o

The data subject has given explicit consent, or the processing is necessary for:-
employment-related purposes

the purpose of, or in connection with, legal proceedings

protect the vital interests of the individual when consent cannot be obtained
made public by the data subject

a substantial public interest

preventing or detecting an unlawful act

the legitimate interests of a non-profit data controller making organisation
medical purposes by a health professional.

Q0 00O 0000
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The Human Rights Act 1998

The Human Righis Act 1998 incorporates info our domestic law certain articles of the
European Convention on Human Rights, ECHR. The Act requires all domestic law to be
read compatibly with the Convention Articles.

it also places a legal obligation on ali public organisations to act in a manner compatible
with the Convention. If a public organisation fails 1o do this, then it may be the subject of
a legal action under section 7. This is an obligation not {o violate convention rights, but a
positive obligation to uphold these rights.

Sharing of information between agencies has the potential to infringe a number of
conveniion rights. In particular, Article 3 - Freedom from toriure or inhuman or degrading
treatment, Article 8 - Right 10 respect for privaie and family life and Article 1 of Protocol 1
- Protection of Property.

The qualification of Article 8 is ‘there shall be no interference by a public organisation
with this right uniess it is in the interests of national security, public safety, the economic
well being of the country, the prevention of disorder and crime, the protection of health
and morals, or the protection of the rights and freedoms of others’.

In addition, all convention rights must be secured without discrimination on a wide variety
of grounds under article 14,

The convention does aliow interference with the convention rights by public
organisations, under certain broadly defined circumstances known as legitimate aims.
However, mere reliance on a legal power may not alone provide sufficient justification
and they must consider these:

o lsthere alegal basis for the action being taken?

o Does it pursue a legitimate aim as outlined in the particular Convention Articie?

o s the action taken proportionate and the least intrusive method of achieving that

aim?

Articie 8.1 provides that ‘everyone has the right 10 respect for his private and family life,
his home and his correspondence.’

Article 8.2 provides ‘there shall be no interference by a public authority with the exercise
of this right except as in accordance with the law and is necessary in a democratic
sociely in the interest of national security, public safety or the economic well-being of the
country for the prevention of crime and disorder, for the protection of health and morals
or for the protection of the rights and freedoms of others.’

10
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Other legisiation, guidance and standards

Other Acts apply to further specify these exceptions. For example Prevention of
Terrorism Act 2002, Health and Social Care Act 2000, Regulation of Investigatory
Powers Act RIPA2000. Further information about these or any other relevant legisiation
is on the HMSQ website hiip://www.hmso.gov.uk

The Freedom of information Act - 2000

The Freedom of Information Act 2000 applies o all public organisations and started
coming into force in 2003.

The Act creates new rights of access to information - rights of access to personal
information will remain under the Data Protection Act - and revises and strengthens the
Public Records Act 1958 and 1967 by re-ehtorcing records management standards of
practice.

The Lord Chancelior has issued a code of practice on the management of records under
Freedom of Information. The principle is that ‘any freedom of information legisiation is
only as good as the quality of the records to which it provides access. Such rights are of
little use if refiable records are not created in the first place’. Further information guidance
is on the following web site www.informationcommissioner.gov.uk.

The Common Law Duty of Confidence

The Common Law Duty of Confidence requires that information that has been provided in
confidence may only be used for purposes of which the subject has been informed and
given their consent unless a specific statutory requirement exists.

The duty is not absolute but may only be overridden if the holder of the information can
justify disclosure as being in the public interest for example to protect others from harm.

Caidicott Principles
When sharing person-identifiable information, the Caldicott principles should be applied:

Justify the purpose ~ why is the information required

Don'’t use patient-identifiable information uniess it Is absolutely necessary

tJse the minimum necessary patient-identifiable information

Access o patient-identifiable information is on a strict need-to-know basis
Everyone with access to patient-identifiable information should be aware of his or
her responsibilities

¢ Understand and comply with the law

* 0 & & @

11
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Appendix 2 - Glossary of terms

Accessible record — unstructured personal information, usually in manual form relating
to health, education, social work and housing.

Agent — acis on behalf of the data subject.
Aggregated — collated information in table format.

Anonymous data - If the Data Controller has information that allows data subjects to be
identified, the Information Commissioner wouild rule it is not anonymous data. This is
regardless of whether or not they intend 1o identify individuals. The Data Controller must
be able to justify why and how the data is no longer personal.

CCTV - close circuit television.
Consent — {o give permission or approval for something to happen.

Consent — the Information Commissioner’s legal guidance to the Data Protection Act
1998 is to refer fo the Directive, which defines consent as ‘...any freely given specific and
informed indication of his wishes by which the data subject signifies his agreement to
personal data relating to him being processed’ {3.1.5).

Data is information:-
o being processed by means of equipment operating automatically or
o recorded with the intention it will be processed by such equipment or
o recorded as part of a relevant filing system or
o ihe three items listed forming part of an accessible record but not part of it.

Data Controller — a person or a legitimate organisation such as a business or public
authority who jointly or alone determines the purposes for which personal data is
processed.

Data flows — the movement of information internally and externally, both within and
between organisations.

Data Processing — any operation performed on data. The main exampies are collecting,
retaining, deleting, using and disclosing data.

Data Processor — operates on behalf of the Data Controller. Not the organisations
employees.

Data set — a defined group of information.
Data Subject — an individual who is the subject of personal information.

Disclosure —passing information from the Data Controller to another organisation or an
individual.

Duty of confidence — everyone has a duty under common law to safeguard personal
information.

EEA -~ this consists of the twenty-seven Europsean Union members together with Iceland,
Liechtenstein and Norway,

12
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Fair processing — to inform the Data Subject how the data is to be processed before
processing siaris.

Health professional — in the Data Protection Act 1998, ‘health professional’ means any
of the following who is registered as:-
o amedical practitioner, dentist, optician, pharmaceutical chemist, nurse, midwife
or health visitor, and osteopaths.
and
o any person who is registered as a member of a profession to which the
Professions Supplementary to Medicine Act 1960 currently extends. Clinical
nsychologists, child psychotherapists and speech therapist, music therapists
empioyed by a health service body, and scientists employed by an organisation
as head of depariment.

Health record — any information relating to health, produced by a health professional.

Need to know — to supply the minimum amount of information required for the defined
purpose.

Personal data — means daia relating to & living individual who can be identified from
those data, including opinion and expression of intention.

Purpose — the use or reason for which information is stored or processed.

Recipient — anyone who receives personal information except stafutory bodies for the
purpose of specific inguiries.

Relevant filing system - two levels of structure:
o filing system struciured by some criteria
o each file structured so that particular information is readily accessible.

Sensitive personal data — data concerning racial origin, pofitics, trade union activity,
health, sexuality, offending and so on.

Serious crime — There is no absolute definition of ‘serious’ crime, but section 116 of the
Police and Criminal Evidence Act 1884 identifies some ‘serious arrestable offences’.
These include:-

freason

murder

mansiaughter

rape

kidnapping

certain sexual offences

causing an explosion

certain firearms offences

taking of hostages

hijacking

causing death by reckless driving

offences under Prevention of Terrorism legislation - disclosures now covered by
the Preveniion of Terrorism Act 1989.

O

OO0 000U O 00

Subject access — the individual's right to obtain a copy of information held about
themselves.

Third party — any person who is not the data subject, the data controlier, the data

processor. This includes health, housing, education, carers, voluntary sector workers as
well as members of the public.

13
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Appendix 3 - Information Sharing Agreements guidame? notes
and template
Include any necessary sections:

List of Partners to the agreement
Who are the intended Partners 1o this Agreement and what are their responsibilities?

Information to be shared
What is the specific business need/objective for information sharing?

Purpose of information sharing
What specific information is required for the purpose of this agreement?
include an explanation of how anonymised information may be used where appropriate.

Basis for information sharing

What are the specific lawful powers/obligations for the processing of information? And,
What considerations apply to make the processing fair under the terms of the Data
Protection Act 19987 Please also state which conditions of Schedule 2 and Schedule 8
are relevant 1o this sharing.

Exchange of information
State explicitly how and what information is 0 be shared, consider methods such as
encrypted email, mail, fax and how regularly these are fo take place.

Terms of use of the information
Add a clear statement of how the information is intended to be used and any restrictions
which may apply.

Data quality assurance
Explain what standards will apply for data quality and how errors will be handled.

Data Retention, Heview and Disposal
Explain how long the information is intended to be retained for the purpose and any
specific review or disposal arrangements that apply.

Access and Security

Explain the standards and conditions which are required to protect the information
concerned. Include any special arrangements which might apply. For example access (o
files will be restricted — operate a clear desk policy, employees given access on a need o
know basis.

General Operational Guidance

include or reference any general operational guidance which is relevant to the purpose of
the agreement that is not covered in any other section. Details of relevant contacts can
be appended to the document.

Management of the Agreement
Additional information should be provided to address:-

o Handling of complaints or breaches of the agreement
Handling of requests for information under Data Protection/Fol
Appropriate Signatories
Review of the Agreement
Compliance with the Agreement
Closure/ftermingtion of agreement
indemnity

o0 0000
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Information sharing agreement template

[Information sharing agreement — name of agreement] Header

Organisation Logo

information Sharing Agreement Template

Working Title of agreement
Version

Bocument owner

Bocument author and enquiry point

Bocument authoriser

Review date of document

Version

Document classification

Bocument distribution

Pocument retention period

Next documenti review date

All Information Sharing Agreements must be sent fo [the organisation] Data
Protection Officer for initial review and registration. (amend as appropriate)
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- Contents

1. List of Partners 1o the Agreement

2. Information to be shared

3. Purpose of Information sharing

4. Basis for information sharing

5. Exchange of information

6 Terms of use of the information

7. Data quality assurance

8. Dala retention, review and disposal

9. Access and security

10. General Operational Guidance/process

11. Management of the Agreement

12. Version History
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Appendix 4 - Flowchart of key questions for information
sharing

Source: HM Government ‘Information Sharing: Guidance for praciilioners and managers
htips://www education.gov.uk/publications/standard/Integraledwarking/Page 1 /DCSE-

00807-2008

See the naxt page for further detall on some of the sections in the flowchart.

Y - . . Bt
_,,_..._.__,___,.% s‘,@m«,l af? i_d%,
Bes b Is the information confidential? curs -

You are asked to or wizh to share information I

%

Yas L...__...__...

Loes the information enable 2 person
to be identified?

k{33

iz there o clear and legiimate purpose ) [‘]&
for sharing information? °

Sl
wdvios

§ Yas éq ] Do you have consent? l.—-—--—-

4 &
Yosoa |, Is there sufficient public interest
shere to shinre?

Do not
share

Share information;
» identify how much information to share.
* Distinguish fact from opiniom.

e« Epsuire that you are giving the right infermation to the dght person.

- Ensure you ave sharing the infoermation securely.
« informy the person that the information has been shared if they were
st awrare of this and i would not create of increase risk of harmi,

&

Record the information sharing decisior: snd your reasons,

N

in Ene with your agency’s or local procedures,

#there are concerns thot a child may be at risk of significant harm or an adult may be atrisk

of serious harm, then follow the relevant procedures without delay,

Seek advice if you are not sure what to do at any stage and ensure that the outcome of

the discussion s recorded,
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Explanation of some of the flowchart sections:

These explanations are taken from HM Governmient ‘Information Sharing: Guidance for
practitioners and managers. The full explanations have not been included in this
document and so please also refer to the full Guidance, available at:
hitps//www.education.gov.uk/publications/standard/intedratedworking/Paqe 1/DCSF-
00807-2008 '

¥ Is there a clear and legitimate purpose for sharing information?
Whether you work for a statutory or non-statutory service, any sharing of information
must comply with the law relating to confidentiality, data protection and human rights.
Establishing a legitimate purpose for sharing information is an important part of mesting
those requirements.

» Does the information enable a living person to be identified?
If the information is anonymised, it can be shared. However, if the information is about an
identifiable individual or could enable a living person io be identified when considered
with other information, it is personal information and is subject to data protection and
other laws.

¥ Is the information confidential?
Confidential information is:
= personal information of a private or sensitiveb nature; and
+ information that is not already lawiully in the public domain or readily avaiiable from
another public source; and
= information that has been shared in circumstances where the person giving the
information couid reasonably expect that it would not be shared with others.

Thig is & complex area and you should seek advice if you are unsure.

> Do you have consent to share?
Consent issues can be complex and a lack of clarity about them can sometimes lead
practitioners 1o assume incorractly that no information can be shared. Page 17 of the
Gudance document gives further information {o help you understand and address the
issues.
It covers:
= what constitutes consent;
+ whose consent should be sought; and
« when consent should not be sought.

» s there sufficient public interest to share the information?
Even where you do not have consent to share confidential information, you may lawfully
share it if this can be justified in the public interest. Seeking consent should be the first
option. However, where consent cannot be obtained or is refused, or where seeking it is
inappropriate or unsafe, the question of whether there is a sufficient public interest must
be judged by the practitioner on the facis of each case. Therefore, where you have a
concern about a person, you should not regard refusal of consent as necessarily
precluding the sharing of confidential information.

A public interest can arise in a wide range of circumstances, for example, to protect
children from significant harm, protect adults from serious harm, promote the welfare of
children or prevent crime and disorder. There are also public interests, which in some
circumstances may weigh against sharing, inciuding the public interest in maintaining
public confidence in the confidentiality of certain services.
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» Are you sharing information appropriately and securely?
If you decide to share information, you should share it in a proper and timely way, actin
accordance with the principles of the Data Protection Act 1998, and foliow your
organisation’s policy and procedures.

> Have you properly recorded your information sharing decision?
You should record your decision and the reasons for it, whether or not you decide to
share information. if the decision is 1o share, you should record what information was
shared and with whom.
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Appendix 5 — Case Studies

These are taken from Information Commissioner’s Office “Data Sharing Code of Practice”
available at:

hitp:/fwww ico.aov. uk/for organisations/data protection/topic quides/data sharing aspx

1. A local university wants o conduct research into the academic performance of
children irom deprived family backgrounds in the local area. The university wants 1o
identify the relevant children by finding out which ones are eligibie for free school
meals. Therefore, it wants to ask all local primary and secondary schools for this
personal data, as well as the relevant children’s test results for the past three years.

[ ]

The DPA contains various provisions that are intended to facilitate the processing
of personal data for research purposes. However, there is no exemption from the
general duty to process the data fairly. Data about families’ income levels, or
ligibility for benefit, can be inferred fairly reliably from a child’s receipt of free
school meals. Parents and their children may weil object to the disclosure of this
data because they consider it sensitive and potentially stigmatising. Data about a
child’s academic performance could be considered equally sensitive.

The school could identify eligible children on the researchers’ behalf and contact
their parents, explaining what the research is about, what data the researchers
want and seeking their consent for the sharing of the data.

Alternatively, the school could disclose an anonymised data set, or statistical
information, to the researchers.

There is an exemption from subject access for data processed only for research
purposes, provided certain conditions are satisfied, for example the research
resuits are not made available in & form which identifies anyone, However, it is
good practice to provide data subjects with access to their personal data
wherever possible. i subject access is going o be refused, for example because
giving access would prejudice the research results, this should be explained to
individuals during the research enrolment process.

2. A group of police forces are cooperating with immigration officials fo collect evidence
about a number of individuals thought to be involved in people trafficking. This
involves exchanging data about suspects’ whereabouts and activities.

-

There is no need te teli any of the suspects that personal data about them is
being coliected or exchanged. This is because doing sc weuld ‘tip off' the
suspects, allowing them to destroy evidence, prejudicing the likelihood of
prosecution.

The police, or immigration agency, may still need to provide subject access to the
data, and explain their collection and sharing of the data, when doing so will no
longer prejudice the prosecution.

3. Two neighbouring health authorities want to share information about their employees
because they have been informed that certain individuals are apparently being
empiloyed by both health authorities and are working the same shiff pattern at each.

The health authorities involved should make it clear to their siaff that they are
carrying out an anti-fraud operation of this sort. They should explain what data
will be shared, who it will be shared with and why it is being shared.

if possible, the health authorities should only share data about particular
employees who are suspected of frauduient behaviour.
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= However, if data about all employees is to be matched, any discrepancies should
be recorded and investigated, and data about all the other employees should be
deleted or returned to the original health authority.

4. A council is outsourcing work previously carried out by its children and family services
department to a charity. The charity will need details of the families currently receiving
services to take over the council's role. The councif writes to customers to tell them
what is happening. As customers have no option but to deal with the new provider if
they want to continue 1o receive their services, the council's letter should explain
clearly who wili be providing the service and what information will be passed over. It
should reassure cusiomers that infermation will continue to be used for the same
purposes.

5. Alocal authority is required by law o participate in a nationwide anti-fraud exercise
that involves disciosing personal data about its empioyees to an anti~iraud body. The
exercise is intended to detect local authority employees who are illegally ¢laiming
benefits that they are not entitied to.

+ Even though the sharing is required by law, the local authority should still inform
any employees affected that data about them is going to be shared and shouid
explain why this is taking place unless this wouid prejudice proceedings.

+ The local authority should say what data items are going to be shared — names,
addresses and National Insurance numbers — and provide the identity of the
organisation they wili be shared with.

¢ There is no point in the local authority seeking employees’ consent for the
sharing because the law says the sharing can take place without consent. The
local authority should also be clear with its employees that even if they object to
the sharing, it will still take place.

* The local authority should be prepared to investigate complainis from employees
who believe they have been treated unfairly because, for example, their records
have been mixed up with those of an employee with the same name.
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Appendix 6 — List of Signatories to this Protocol
Up to date members of the Derbyshire Partnership Forum are listed on the Derbyshire
Partnership Forum website...

htip://www.derbyshireparinership.gov.uk/about us/
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